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Make sure that an Agent Tag exists and is selected
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Open the properties window for the desired agent.

‘ 2. Select the desired agent.
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Make sure that an Agent Tag exists and is selected
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Verify or add an agent tag in the desired agent.
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Setting the Agent filter

in Dynamic View

&S

Verify or add an agent tag in the desired agent. This will prevent the Show All/List tool from scanning objects in other agents.
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2. Verify the correct agent is selected.
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Using Show All/List in Dynamic View &

This will poll every single object in every single device in the filtered list. Make sure that this is applied to ONE agent at a time.
This will poll each object ONE time only. This will take a few minutes to complete when the object list is large.
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Using Show All/List in Dynamic View &

Once the list is complete and all objects have returned a value, then export the list to an excel spreadsheet
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2. When complete, export to an
excel spreadsheet.

J 1. Be patient, this will

N take a while.

" Periodically scroll down
‘ to monitor progress




Important!! -- Show All/List and Filtering is sticky in Dynamic View &)

Once the grid is exported to an excel spreadsheet. Always select Show Tree and Clear Filter.
These settings are sticky and will not clear automatically.

Don’t forget!
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Using Excel to sort and filter to find object timeouts.

Once the list has been exported to an excel spreadsheet. Using excel filtering and sorting to identify the objects and devices with

issues.
Sort by device

A B C D E F G H I
1 |Aqen1 vIDrnce «1 {Object * |Value
35 T RIUOTFE T Aurf W Sw il —
36 RTU_01_Fir_1 AarF hAISW 1 p ~
37| RTU_01_Fir 1 ControlTemp 0.9913 ‘ . \
3| 'RTU_01_Fir_1 DACIgSetst TIMEOUT ERROR Some ObjeCtS return
39 'RTU_01_Fir_1 DrschAirTem TIMEOUT ERROR
| RTU_01_Fir_1 DuctStaicsP TIMEOUT ERROR values and some
4 'RTU_01_Fir_1 DuctStatPress TIMEOUT ERROR objects do not in the
2| RTU_01_Fir_1 EconoStatus TIMEOUT ERROR &
a3 RU O A 1| —I==—accup TIMEOUT ERROR time allowed.
4 RTU_ 01 Fie 1| / TIMEQUT ERROR

~ AL ne | There may be a

45| 'RTU_01_Fir 1 = 100 = .
s RTU_01_Fi_{ E_l device TWEOUT ERROR BACnet communication
a7 RTU 01 Fie 1] _AeTmp TWMEOUT ERROR 2 :
) RTU01.Fir 1 WcQuayStatus d issue or these objects
Py RTU_01_Fir_1 OccCoolSP 2 x
50| 'RTU_01_Fir 1 OccHeatSP 0 may not exist and
s1) RTU_01_Fir 1 OutdoorTemp TIMEOUT ERROR contain valid values in
52 "RTU_01_Fir_1 RATemp 0.9913 2 :
53| RTU01 Fi 1 SpaceTemp 2 25024 this device.
4 'RTU_01_Fir 1 UnoccCoolSetpt 3 \ y,
55| . RIU_01 Fi 1) UnoccHeatSetpt 50 ~— o’

In this image we can see that in this device some object values are taking too long to return a value. Rediscover the objects in
this device to verify that they do exist and contain valid values. If they do exist and have valid values, then the BACnet network is
suspect. APDU timeouts could be extended but this will lead to increasing the overall site scan time. No point in increasing the
timeout for objects that do not exist and therefore will never return a value.
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Using Excel to sort and filter to find device timeouts.

Once the list is complete and all objects have returned a value, then export the list to an excel spreadsheet. Using excel filtering
and sorting to identify the objects and devices with issues.

A B < D E F G H I -l
1 |Agent - IDvucn - IOL‘:,:-\:I ~ [Value -
10967|_ 5-ACUNIT emperature Dewce Timeout [ . .
10962 saour S Orvce v Not one object returns a value. This
A YowerMeasurement i .
o) TS S D e device does not respond to BACnet.
0965 S-ACUNIT { wrrentMeasurement D Timeout 1 H
:0966 S-ACUNIT q One lel-:bxm,g:ur:Donnhsmm\comnmmcxed15 D::: 'n::oa > Sl . Thls deVlce may be_down or
10967 S-ACUNIT |\ device emperatureMeasurementEnabled Dewce Timeout dlsconnected Or there IS a network
10968 S-ACUNIT A layState Dewce Timeout \ .
10969: S-ACUNIT C:mﬂundedﬂeuysme Dewce Timeout ‘ Issue.
10970 S-ACUNIT HardwareSwitchDisable Device Timeout
10971 S-ACUNIT TogglewaSwatchEnable Device Timeout T

In this image we can see that the device is not responding at all. This is a device timeout. Something has changed in the BACnet
network. The BACnet network must be examined to determine why the MiniAgent can no longer communicate with this device.
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Using Excel to sort and filter to find incorrect profile application.

&S

Once the list is complete and all objects have returned a value, then export the list to an excel spreadsheet. Using excel filtering
and sorting to identify the objects and devices with issues.
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These objects do not |
exist in this device
and should be
removed. This device
may require a
different or new

profile.

In this image we can see that the device responds OBJECT-UNKNOWN_OBIJECT when it is polled for an object name/object ID
value that does not exist in this device. Usually this indicates that a profile was incorrectly applied to this device. The profile
object set does not match this device object set.
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About BACnet Advanced Settings — Read Multiple &

“Read Multiple” literally means more than one object value at a time can be requested in a single packet. Some devices support
this, other devices do not. If any device in the network does not support “Read Multiple” then “Read Multiple” must be disabled.

BACnet Connection Settings

Advanced
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About BACnet Advanced Settings — Application Packet Data Unit &)

The IP packet mentioned in the previous slides can be thought of as the APDU — Application Packet Data Unit.
When a request for BACnet data is sent by the MiniAgent, a timer is engaged. That is the APDU Timeout. If a response is not
returned within the time allowed. The MiniAgent will retry “resend”. This process will continue until either a response is
received, or all retries have executed.

BACnet Connection Settings x

Adwanced Settings 1 Send a BACnet message,
WIS e s B e e mdted 1 \Waijt 6 seconds for a response.

2. Retry 1 — Repeat the BACnet message,
Wait 6 seconds for a response.

5 \ 3. Retry 2- Repeat the BACnet message,
\ Wait 6 seconds for a response.

\ 4. Retry 3- Repeat the BACnet message,
Wait 6 seconds for a response.

Consider how incorrect profiles which poll for objects that do not exist and will never respond, have a detrimental affect on
overall scan times. Leading to increased %Load and possible loss of real data.
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About BACnet Advanced Settings — Segmentation &)

“Segmentation” is needed when a single bacnet message contains more data than one single IP packet can hold, then the
message can be segmented into multiple IP packets by the source device that supports segmentation and the receiving device
that also support segmentation can recombine the segmented IP packets into one BACnhet message.

If any device in the network does not support “Segmentation” then “Read Multiple” must be disabled.

Advanced

BACnet devices are supposed to negotiate segmentation between each other automatically. Different devices may also have
different APDU packet size capabilities and as a result different segmentation capabilities. Sometimes things go wrong.
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About BACnet Advanced Settings — Segmentation &)

When a segmented request for BACnet data is sent by the MiniAgent, a timer is engaged. That is the APDU Segment Timeout. If a
response is not returned within the time allowed. The MiniAgent will retry “resend”. This process will continue until either a
response is received, or all retries have executed.

BACnet Connection Settings. *

Advanced Setings 1. Send a Segmented BACnet message,
S e e e i1 \Waijt 6 seconds for a Segmented response.

| 2.Retry 1 - Repeat the Segmented BACnet message,
Wait 6 seconds for a Segmented response.

3. Retry 2- Repeat the Segmented BACnet message,
\ Wait 6 seconds for a Segmented response.

‘ /',4 A X

\ 4. Retry 3- Repeat the Segmented BACnet message,
Wait 6 seconds for a Segmented response.

If the site contains missed samples or high percent load. Examine the overall poll scan time for the last hour or so. Then select
the Disable Read Multiple check box. If performance improves, it is possible some devices either do not support segmentation or

have a small packet size limitation.
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THANK YOU
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